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Abstract — Internet of Things (IoT) devices is estimated to reach 50 billion by 2022. Hence, the IoT device data is too huge 
to be managed by the existing platforms. IoT allows devices to sense surrounding situations and to perform particular 
motion using various IPs. We define automatic activation of devices using role based iot. The roles are assigned to each 
device to provide complex and various services in a decentralized manner. To separate data and control, the devices of 
AUTOMATIC ACTIVATION OF DEVICES USING ROLE BASED IOT just send data between collaborative devices to 
avoid privacy issues. 
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I. INTRODUCTION 
 

IoT will allow devices to sense surrounding situations and perform specific motion using IPs. The connected devices share data 
to coordinate decisions and provide service applications such as healthcare, emergency response, disasters detection and home 
automation [1]. To provide IoT applications, many IoT platforms are developed to support connectivity, interoperability, and 
manageability. However, the number of connected IoT devices is predicted on reaching 50 billion by 2022 [2]. Large devices 
constantly generate information that will become hectic to be managed efficiently by the existing platforms. The information 
are extremely concentrated to the platform, the maintenance and processing costs are rapidly increased. The privacy issues are 
increasing because there are some sensitive data that are able to expose. Therefore, we should apply decentralized approach to 
the IoT environment. In the society, many types of jobs were emerged according to the extension of community. Each task has 
a social role that means a set of connected behaviours, rights, obligations, beliefs, and norms as conceptualized by people in a 
social situation [3]. Likewise, IoT environment is a society of Things To separates data and control, the devices of Rising just 
send data. 
 

EXISTING SYSTEM 
 

In general home, automation is happen using Android and Hardware using blue tooth communication. So that user can able to 
control the connected device in short distance only. The user has to select the options manually. The disadvantages of the 
existing system are the short range communication Bluetooth technology is used. There is no automation; the user has to select 
the option manually.  
 

PROPOSED SYSTEM 
 

A new innovative system which uses IOT and Android, which automatically initiate some task based on certain Role and Rule 
which we called as Role of Things (ROT).  A rule is a predefined set of actions that happens automatically. 
The advantages of the proposed system are the Wi-Fi technology used; the user can able to control the device from anywhere 
in this world through an Internet connection. Based on the Rule actions are triggered automatically by the timer event.  
 

II. RELATED WORK 
 

Internet of Things is a Survey on Enabling Technologies, Protocols, and Applications. The paper provides a summary of the 
Internet of Things (IoT) with the significance on qualifying technologies, protocols, and application issues. The IoT is efficient 
by the recent developments in RFID, smart sensors, communication technologies, and Internet protocols. The basic idea is to 
give a new class of application using smart sensors cooperate directly without human intervention to. The current evolutions in 
Internet, mobile, and machine-to-machine (M2M) technologies can be viewed as the emerging IoT technology. In the 
upcoming decades, the IoT is expected to connect and reach different technologies to allow the applications by connecting 
physical objects in support of intelligent decision making. This paper begins by providing a over view idea of the IoT. We also 
give an idea of few technical details that relate to the IoT enabling technologies, protocols, and applications. [1] 
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Automatic Generation of Social Relationships between Internet of Things in Smart Home Using SDN-Based Home Cloud 
paper describes that the Internet of Things (IoT) idea of having a prominent role on our daily lives the current trend of lifestyle. 
As the number of the IoT devices is growing at a great speed, many researchers have proved that the usage and impact of IoT 
will make people always use IoT devices in whatever they do or wherever they are. Parallely IoT devices at home are receiving 
a lot of attention as they provide a luxurous home environment. Thus, IoT devices at home are expanding and diversifying. It is 
so obvious that people will use most of the home services using exclusive IoT devices. In such a situation, it can be extremely 
tough for both users and service providers to solve a problem if there is a fault functioning in the smart home environment. To 
find the position of a fault easily, we define four social relationships between IoTs: IoT-IoT, IoT-Network, Foodservice and 
IoT-Physical space relationship. The relationships discover IoT devices, services and resources, as it provides a distributed 
solution in a effective, efficient manner and thus, reduces the burden on people. The network navigability of searching 
provides the idea of social relationships. To make life easy for the users, we propose the four relationships are generated 
automatically by an SDN-based home cloud. The automatic generation mechanism with 307 switches and 2007 device nodes 
are simulated. The result proves that the relationships are generated with high accuracy. RDF/XML format stores the created 
relationships. The RDF/XML format can be used for tasks such as answering a semantic query or smart home service 
recommendation. We assume that the proposed mechanism will bring great benefits for the users and home service providers 
in the purpose of smart home management. [2] 
 

A Smart Home Application Based on the Internet of Things Management Platform paper describes the IoT as an upcoming 
research area that will be providing many solutions to numerous problems in many domains. The networks of sensors, 
actuators and smart devices on the Internet of Things, will give rise to challenges in service management and network 
management. The study explores the complexities and elaborates on an already proposed management platform for the IoT. [3] 
Designing a Smart City Internet of Things Platform with Micro service Architecture paper describes the Internet of Things 
(IoT) is being adapted in various application domains. It is also considered as one of the key for the Smart City vision.  
Standardization efforts and wide usage of Web standards and cloud computing technologies, builds large-scale Smart City IoT 
platforms in practice remain complex. The trending IoT environment needs these systems to grow over time adapting to the 
new technologies and requirements. The paper also suggests some benefits provided by the architectural style in comparision 
to the more generic Service-Oriented Architecture (SOA) approaches. [4] 
 

J. Y. Lee, H. S. Choi, N. R. Yang and W. S. Rhee says that Service providers and manufacturers provides the services and 
functions by open APIs in the IoT environment. The user has to create their own IoT services that satisfies their various goals 
on their daily basis. IoT service creation is complex for a non-technical user because the current service creation environment 
requires programmable ability and analytical skill about various services. So, we need a simple IoT service creation 
environment that suits to non-technical user. Hence, we define the user created service model that can represent various 
services. We also show the implementation results of user created service engine through the IoT service creation progress 
according to the target scenario. [5] 
 

III. METHODOLOGY 
 

SYSTEM ARCHITECTURE 
 

 
 

Fig 1.1 Define the structure behavior and view of the system. 
 

The components used here are Renesas microcontroller board which is a 64-pin small mother board; it controls all activities. 
Alpha-numeric LCD indicates the command executed, Alpha-293D device driver and ESP8266 WiFi module which acts as a 
WiFi sensor. The architecture is based on an android application where we can set the roles and their corresponding rules for 
each user who can login to the Android application. The WiFi module senses the command and generates the respective 
actions necessary without any human intervention. 
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IV. SYSTEM DESIGN 

 

The design is expressed in sufficient detail to enable all the developers to understand the underlying architecture. This deals 
with detailed data flow graph, use case diagrams of this system. 
 

DATA FLOW DIAGRAM 

 
Fig1.2 Defines control flow of the Application. 

 

Fig1.2 shows step by step dataflow summary of the events and actions in the application. The user starts the Application by 
logging in with the secure password. Then there is turn on monitor option selected for various facilities to be obtained. There 
are initially predefined interval time by the user. If the comparison is resulted true then the GPS (1) coordinate of the mobile is 
obtained to fetch the 'N' filtered rules for that specific user. There is a loop defined to check the rules from 1 to N, when it 
results true then the specific rule for the user from the predefined GPS (2) coordinate is fetched and the distance between GPS 
(1) and GPS (2) that is D is compared. When true the distance D is checked along with rule threshold, if passed there is a 
comparison between current time and rule time. When true the respective role of the device and action is fetched and sent to 
the microcontroller through Wi-Fi. Then the next rule is fetched and the process continues. When the condition fails it fetches 
the next rule. Once when all the rules are checked the loop ends and the application stops.  
 

USE CASE DIAGRAM 

 
 

Fig 1.3 Define the interactions between a role and a system 
 
Fig1.3 shows the UML with graphical notations for the summary of the usecase. The actor here is the user who has the list of 
actions such as Registration, Login, Monitor, Create rule, View rule, Change password, Logout to be performed by his 
interaction with the system. The user registers himself with the system for accessing various facilities provided by the system. 
Once the user gets registered he can login to the system, create rules and roles for the devices and also set and change 
password. The user can view roles defined. The user will logout once the actions are completed. 
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V. CONCLUSION AND FUTURE ENHANCEMENT 

 

According to the increase of the IoT device, the data are extremely concentrated to the platform. Also, the managing and 
processing costs are rapidly increased. There are several ongoing projects about the cloud-based platform-centric approach 
such as Xively and Nimbits. It is effective to reuse and extract new value through the analysis of aggregated information. But 
there are some maintenance cost and privacy issues. Therefore, to distribute processing cost of IoT platform and to reduce 
transmission cost between devices, we proposed the RISE that provides complicated and diversified IoT services through the 
role to the relevant devices. It defined the RoT that describes some tasks and duties of devices on the IoT service. So the 
devices play their role independently on the target service. And, through the role binding, accessories add the new RoT and 
optimize with existing RoT without role confliction. Also, we presented evaluation and implementation results according to the 
example scenario. According to evaluation result, processing cost of the proposed approach has no relationship with time and 
has slightly increment with the probability. In the transmission cost perspective, the proposed method is efficient to provide 
long-term services because transmission cost did not occur over time. Further this project can be enhanced by automating the 
satellites, rockets, spaceships, submarines so there will be a secured life for the armed service forces. 
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