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Abstract: The merging of Al and CS has opened new possibilities for both disciplines [Al]. When used to the creation
of intelligent models for malware categorization, intrusion detection, and threat intelligence sensing, deep learning is
only one example of the many types of Al that have found a home in cyber security. The integrity of data used in Al
models is vulnerable to corruption, which increases the risk of a cyberattack. Specialized cyber security defence and
protection solutions are necessary to safeguard Al models from dangers such as adversarial machine learning [ML],
keeping ML privacy, preserving federated learning, etc. These two tenets form the basis of our investigation into the
effects of Al on network safety. In the first part of this essay, we take a high-level look at the present state of research
into the use of Al in the prevention and mitigation of cyber-attacks, including both the use of more conventional
machine learning techniques and existent deep learning solutions. We then examine possible Al countermeasures
and divide them into distinct defence classes according to their characteristics. To wrap up, we expand on previous
studies on the topic of building a safe Al system, paying special attention to the creation of encrypted neural
networks and the actualization of secure federated deep learning.

Keywords: cyber threats prevent based calibration

I. INTRODUCTION

Artificial intelligence is becoming the primary focus in the subject of cyber security [Al]. The term "artificial
intelligence™ is often misused these days, although the ideas it covers can be extremely helpful in the field of safety.
Using machine learning techniques, it can detect threats in real time and respond accordingly. They can judge
whether incoming information poses any kind of threat. There is precedent for many of the events that have taken
place recently. This kind of attack has happened before, in other places, to other people. Artificial intelligence can
efficiently sense, predict, and anticipate key trends in the administration of infrastructure and social security.
Nowadays, the development of a country's digital economy is increasingly reliant on the use of Al. The average
person, though, employs Al without even realizing it. The majority of individuals [77%], however, use something
powered by Al without even realizing it [37%]. [1] There has been an increase in the development of Al-based
solutions for a variety of cyber security applications in recent years, in part because businesses are beginning to see
the value of Al in mitigating cyber threats. Nonlinear classification, for instance, is an area where Al-based
approaches to modelling have proven successful.[2], This may also help in categorizing cyber risks. Increases in
computational power also contribute to rising interest in Al-based solutions. Recent years have seen an increase in
cyberspace's growth at an exponential rate, thanks in large part to state-of-the-art networking and computer
technologies including software-defined networking [SDN], big data, and fog computing [3]. Cybersecurity,
meanwhile, has risen to prominence as a major concern online [4][5]. Problems with cyber security have had a
devastating effect on many different types of essential infrastructure. Static control security devices, such as firewalls,
IDSs, and IPSs, are installed at the periphery or nodes of a network to keep an eye out for infractions of established
security policies.
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[6] Many experts have studied the intersection between Al and cyber security from various perspectives. The world
over, people are warming up to Al. Even in areas with little access to education, its popularity has grown. An Al
revolution has been envisioned as part of the Fourth Industrial Revolution. It can be used in a variety of settings,
from crisis intervention to healthcare to transportation to finance to business strategy.[7] Strong cyber security
measures are necessary for protection against cybercrime and cyberattacks. That is why it's so important to take
precautions when storing data online. Cyber security is essential to the operation of most cutting-edge technology.
This includes the cloud, mobile devices, online banking, electronic and mobile commerce, and more. In this context,
the term "information security measures" refers to a collection of protocols designed to prevent unauthorized access
to or modification of digital resources such as files, networks, and software. Data breaches, identity theft, and other
types of cybercrime can be mitigated with properly implemented security measures. As a result, cyber security aids
in preventing unauthorized access, modification, or deletion of sensitive data. [8]

I1. APPLICATIONS OF Al TECHNIQUES

This article discusses the use of artificial intelligence in thwarting hacker efforts. We're headed into a future where
it's common knowledge that people will have to collaborate with artificial intelligence. We need to implement Al
strategies into our security framework to deal with the more complex nature of attacks and the new technological
dangers we face.

1. APPLICATION OF INTELLIGENT AGENT

Digitally created "intelligent agents" can respond to unforeseen circumstances by coordinating their efforts and
acting on their own will. Through a group of other smart agents, they share information and coordinate their actions.
Intelligent agent technology is suitable to warding off cyber threats because of its mobility, adaptability, and
synergistic nature. Intelligent agents are used as a defence against DDoS attacks. When certain legal and moreover
business difficulties are handled, a cyber-police force comprised of smart agents should be practically possible
[portable]. The foundation for the cyber agent's mobility and communication must be laid, but this setup must be
safeguarded from potential threats. Multi-agent tools, such as the neural network-based intrusion detection and
hybrid multi-agent techniques described, are necessary to gain a complete picture of the operational condition of the
cyber domain [9]. This illustration shows how agents can be used for distributed intrusion detection. [10]

2. APPLICATION OF NEURAL NETS

It was not until 1957 that perceptron creator Frank Rosenblatt made his breakthrough. Prior to their widespread use
in modern neural networks, artificial neurons were already considered to be an important component. Perceptions
may learn from one another and take on difficult tasks when they work together in small groups. Even though there
are a lot of artificial neurons in a neural network. Neural networks are useful because they can learn and make
judgments in parallel. You can tell who they are by how quickly they do tasks. Their value comes from the lessons
they provide about seeing patterns, organizing data, forming strategies in response to threats, and so on [11].
Installation assistance is available for both software and hardware. Our neural networks are used for both
identifying intrusions and blocking them. Detecting denial-of-service attacks, classifying malware, recognizing spam,
spotting zombies, identifying computer worms, and conducting forensic investigations are all possible applications.
Neural networks are well-known for their speed in the realm of cyber security when implemented in hardware or as
a component of a graphics processing unit. Third-generation [3G] neural networks allow computers to mimic the
actions of genuine neurons more closely in several different settings than ever before. Implementing Field
Programmable Gate Arrays [FPGA] has been cited as a key factor in the success achieved thus far; FPGA permits the
rapid upgradability of neural networks and their conformity to changing threats.

3. APPLICATION OF LEARNING

The most widely used Al tool is the expert system. It's a programmed that helps find answers to questions posed by
the user or by other programmes. Direct use in policymaking across fields like economics, healthcare, and the web.
Expert systems come in a variety of forms, from straightforward diagnostic instruments to complex hybrids designed
to solve problems. This system, which is both enormous and powerful, is astounding. As part of its functionality, an
expert system will often have access to a knowledge base that stores domain-specific data. An inference engine
allows it to extrapolate answers based on both current knowledge and future learning. Expert systems require data
entry to populate their knowledge bases and inference engines. An Expert system shell application is required for the
knowledge base construction procedure; this shell can be expanded to incorporate programmes for client
collaborations and other software that could be utilized in hybrid expert systems. Cyber defence relies on the
deployment of an expert system to organize safety measures. It helps figure out where to put the greatest emphasis
on safety and how to make the most of limited resources. As is commonly known, expert systems can be use in the
intrusion detection process [12,13]. Expert Systems rely on preconfigured data like knowledge bases and rule sets to
identify and prevent malicious activity in a network. The web software relies on a database that stores information
on the characteristics of malicious network intrusion behaviours. The requirements for real-time data packets must
be met. These rule sets are collected and stored for the application's backend in a database-like fashion.
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4. APPLICATION OF EXPERT SYSTEM

At its core, machine learning is a set of computational methods for gaining new knowledge and better ways for
combining previously acquired information. Concept, behaviour, grammar, and function learning are all examples of
more complicated symbolic learning problems that span the spectrum from elementary parametric learning to
advanced symbolic learning. Each supervised and unsupervised learning methods can be used. Unsupervised
learning is particularly effective at handling large datasets. This is especially clear in the realm of cyber security,
where vast quantities of log data can be amassed. The concept of data mining emerged as a result of unsupervised
learning in artificial intelligence. However, neural networks are not limited to supervise learning; in fact, they can be
used for unsupervised learning, with Self-Organizing Maps [SOM]. Strategies for learning that take advantage of
parallel hardware to run learning algorithms are only one example. These instructional strategies are modelled using
either genetic algorithms or neural networks. The depicted threat detection systems, for example, make use of
evolutionary algorithms and fuzzy logic. [14]

Al TECHNIQUES USAGE
APPLICATION OF INTELLIGENT AGENT . LANGUAGE OF INTERACTION BETWEEN
AGENTS
. MOBILITY
. REACTIVE
. PROTECTION FROM DDoS ATTACK
APPLICATION OF NEURAL NETS . PROCESSING AT A BREATHTAKING RATE
. WARM DETECTION
. FOR DoS DETECTION
. FOR FORENSICS DETECTION
APPLICATION OF LEARNING . MACHINE LEARNING
. SUPERVISED AND UNSUPERVISED
LEARNING
. MALWARE DETECTION
. INTRUSION DETECTION
APPLICATION OF EXPERT SYSTEM . FOR DECISION SUPPORT
. KNOWLEDGE BASE
. INFERENCE ENGINE
. FOR NETWORK INTRUSION DETECTION

1. ARTIFICIAL INTELLIGENCE IN CYBER SECURITY

There are numerous approaches to utilizing Al. In the beginning, the data was explicitly recorded using a knowledge
base. On the other hand, this approach necessitates far too many human steps to precisely characterize a world with
complex rules. Scientists developed a pattern they call ML to enable Al systems to derive a model from raw data.
Some examples of statistical procedures that are included in ML algorithms are function approximation and decision
trees [15]. All these algorithms are effective, and they can be applied anywhere a straightforward classification is
required. However, their imprecise nature often means they do not do so well when used to representations of large
or intricate datasets [16]. To address these issues, DL was proposed. As with human neurons, DL creates a brain
architecture with intricate connections. Today, DL has become a popular topic of study in universities and has found
widespread use in a variety of commercial settings. Therefore, we will present an overview of the categorization
schemes used by DL researchers and of the numerous domains in which state-of-the-art models are being deployed.

IV. HOW Al WORK TO DETECT CYBER THREATS

For Al to be effective in cyber security, it must be able to monitor both network and endpoint devices. All system
activity is monitored by Al algorithms looking for signs of malicious intent. The most complex kinds of cybercrime
are protected in real time by Al-based attack prevention systems. Using Al to protect against threats also gives your
system access to raw data. If you can get your hands on the forensic data, you can find out which assaults targeted
which vulnerabilities in your system. You can get your system back to as it was before the incident even occurred,
including the polluted section. Saving time and effort during the recovery procedure will allow you to keep more of
your hard-earned cash.

1. HOW Al STOP HACKING ATTEMPTS

Cybercrime poses a serious challenge to the development of the global economy in the Fourth Industrial Revolution.
Artificial intelligence [AI] not only provides many levels of defence against these attacks, but it also helps
overworked analysts cope with the increasing number of attacks.

2. ARTIFICIAL INTELLIGENCE THAT CAN DETECT AND STOP SPAM AND PHISHING

Phishing attacks, in which fraudsters pose as legitimate online institutions to obtain sensitive information, pose a
serious risk to businesses. Corporations now can forecast aberrant patterns of behaviour with the use of
technologies built on algorithms based on the ability to analyses and make sense of huge amounts of data.

IRJCS:: ©2014-22, AM Publications, India - All Rights Reserved Page -148



g "{, International Research Journal of Computer Science [IRJCS] ISSN: 2393-9842
ii'-Tt‘I-'f': Issue 07, Volume 09 [July 2022] https://www.irjcs.com/archives
Biay ot
IRJCS

Inspecting the content and context of the emails for irregularities and warning flags enables Al to identify spam and
phishing emails. To help prevent such assaults, the artificial intelligence [Al] cyber company Dark trace provides a
solution called Darktrace for Email. All the company's emails, together with any associated files or links, are analyzed
by this service to determine their value. Its Antigen technology can detect phishing assaults by determining if the
target or any of their friends have ever visited the malicious domain. In this article, we will examine four applications
of Al in the realm of cyber security.

1. USE OF Al FOR DNS DATA SECURITY

In order to get access to sensitive information about legitimate organizations and their customers, cybercriminals
commonly target vulnerabilities in the Domain Name System [DNS]. Companies can use ML and Al to defend
themselves from DDoS attacks by analyzing trillions of DNS queries to pinpoint the whereabouts of the bad actors.
To commit DNS poisoning, an attacker must take control of a client's DNS request and send a faked [or poisoned]
answer back to the user's machine. Over 30,000 DNS poisoning assaults occur every day, and the DNS layer is the
target of 70% of all cyber-attacks, therefore the gravity of the situation is undeniable. Infilters DNS protection is
driven by Al. Using DNS Filtering technology, it blocks viruses and inappropriate websites. Domain Name System
[DNS] classification is utilized to determine whether websites are allowed or blocked. Edge-layer defence includes
measures like DNS filtering, which protects the internet's last security layer.

2. DETECTING SOPHISTICATED MALWARE WITH Al

Even if malware and other cyber dangers are on the rise, Al is helping firms adapt their defences to stay one step
ahead of the game. The Al is made more effective by exposing it to additional malware samples. Deep learning Al has
helped firms better their malware security measures by increasing the quantity and quality of the data it analyses.
Netskope has developed an advanced multi-layered threat protection system to monitor client network traffic,
making it a frontrunner in the secure access service edge [SASE] industry. To aid in malware identification, Al/ML-
powered multi-engines perform inline quick scans and deep scans based on static and dynamic analysis.

3. THE ROLE OF Al IN AUTHENTICITY PROTECTION

Multi-factor authentication [MFA] has increased network security by requiring various forms of verification before
providing access, which is crucial for cyber security. Because hackers are constantly adapting their techniques,
authentication procedures are becoming more crucial than ever. Artificial intelligence [Al] is a crucial part of
overcoming these obstacles. Artificial intelligence [Al] systems can monitor user sessions and respond to threats in
real time, which is a significant improvement over the old authentication methods that only protect users during the
login process. Users may be required to produce further identity if they suddenly change devices or locations, or try
to access funds unrelated to their employment. With the help of artificial intelligence [Al], One Login, a company that
assists businesses in implementing risk-based authentication, offers Smart Factor Authentication to increase real-
time visibility into login attempts, notify users of high-risk activities, facilitate the definition of risk thresholds, and
automatically modify authentication requirements.

4. BREACH RISK PREDICTION AND Al

An organization can better prepare for a potential breach by using artificial intelligence technologies that can predict
how and where a breach will occur. With the right analysis of Al data, firms can improve the configuration and
maintenance of their cyber defences. Sentinel One, a frontrunner in the field of autonomous security, has released a
new product called Watchtower that vastly improves upon previous techniques for predicting potential danger.
When it comes to unknown attack methods, global APT operations, and new forms of cybercrime, this solution
leverages intelligence-driven, cross-platform threat hunting to improve visibility and actionability. Sentinel One's
threat researchers gather intelligence by keeping an eye on danger actors in the wild, and that intelligence is then
organized and prioritized by Watchtower so that it can be put to use immediately.

V. CYBER-ATTACKS LINKED TO THE COVID-19 WORM AND ITS TIMELINE

The safety and global economy of the world's population depend on our ability to comprehend the mechanics of the
cyber-crime events caused by the COVID-19 pandemic, as well as the spread and reach of these hazards. Many
authors have offered strategies for analysing the development of such events in the literature, from formal
definitions to systematic methodologies examining the nature of hazards. Although these techniques can be helpful
for categorizing attacks, they are often unable to map bigger, distributed occurrences like those detailed in this book,
where multiple episodes resulting from the pandemic are nonetheless unrelated to one another. We were able to
map out the story's events without disrupting its organic progression using temporal visualization. Furthermore, this
visual depiction of cyberattacks is commonly used in the cyber-security industry. [17]

VI. CONCLUSION
That is why we covered two Al uses that could improve internet security. This article explored the potential of
artificial intelligence [Al] techniques like machine learning and deep learning to detect and counter several different
categories of cyber threat. Since different systems have been grouped together in this way, we may evaluate their
features, benefits, and experimental outcomes side by side.
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Rather, we have considered potential threats and built safeguards for Al to use in potentially harmful settings. In this
article, we analyzed measures taken to eliminate potential threats. Having read this, you should have complete
confidence in your ability to create a reliable Al system using distributed machine learning and deep learning. To
keep up with the speedy expansion of their different markets, they will need to collaborate. When it comes to
protecting networks against cyberattacks, artificial intelligence offers a lot of interesting possibilities. Some typical
topics of discourse at social events are as follows: There are three primary areas where more study is needed: [1]
Making use of Al for cyber security situational awareness, with the goal of better foreseeing and protecting the
online world; [2] research into cutting-edge Al algorithms, with a focus on big data intelligence’'s application to cyber
security and [3] investigating novel security protection solutions for Al.
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