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Abstract- Sensor networks have known a great development in recent years. Indeed, the reduction in size and cost of
the sensors, the diversity of the range of sensor types available and the evolution of wireless communication media
have expanded the scope of sensor networks. The scope can range from military to health via the environment and
security areas. Accordingly, handling large amount of data issued from wireless sensors network (WSN) platform is
becoming an important challenge to scientist to deliver a suitable tool for monitoring and analyzing phenomenon
wanted. Most relational database management systems are no longer able to manage and process WSN big data. In
fact, big data requires new technologies to process large volume of data within correct time interval. Hadoop is an
open source framework for big data, it's built over MapReduce framework for parallel processing and it has a wide
range of projects. Hive is data warehouse framework built on top of Hadoop for data storage, data aggregation, and
queries. Hive uses HiveQL as a language for queries, it’s a SQL-like language which it is converted to MapReduce
jobs to be executed. In this paper we will propose a data warehouse model for wireless network sensors based on
Hadoop ecosystem using Hive to analyze all data gathered and detecting the abnormal behaviour, for scheduling tasks
we are going to use Oozie, the Hadoop job scheduler.
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I. INTRODUCTION

A wireless sensor network is a collection of nodes organized into a cooperative network [1]. Node is a tiny chipset
equipped with sensors, transceiver, memory and AA batteries which can power the node for months or years. Node is
capable to process, gather data from sensor and communicate wither other nodes in the network.

WSN are deployed to monitor an environmental or physical behavior such a temperature, humidity or pressure. Over
WSN, nodes are able to gather data and communicate with each other in order to transfer information to the gateway in
order to be processed.

The data gathered from the WSN is difficulty interpreted by users and don’t help to make decision. To use this data in
a productive way, it must be organized in a repository or database, and have an interface with easy access, through which
the user can view consolidated information about different behavior and be able to make strategic decisions [2].

Data warehouses and OLAP systems (Online Analytical Processing) represent decision aid technologies that allow
online analysis of large volumes of data [3]. Hence, Data warehouse is used as a database to store historical data and
provide users by queries needed via OLAP technology.

Nowadays, the amount of data collected by sensors is exploding and becoming so big and so heterogeneous to be
managed with Traditional Business intelligence systems.

The Apache Hadoop is a framework that allows for the distributed storing and processing of large data sets across
clusters of computers using simple programming models [4].

In this paper we propose a tool based on Hadoop to analyze sensed data and the behavior of sensors in the wireless
sensor network. The data from the WSN is stored in Hadoop and then organized into a data warehouse that will carry out
analytical queries.

This paper is organized as follows. In Section I, we present a state of art. In Section |11, we give an overview of the
different technologies and methods used. In Section IV we present the proposed model and simulation and we finish with
a conclusion.

Il. STATE OF THE ART AND RELATED WORKS
Paper [5] presents a prototype to analyze different measures collected by WSN such energy and routing protocols. It’s
proposes a generic model to extract, transform and normalize data gathered from WSN and stored on a multidimensional
data warehouse. It gives also a set of standard reports for analyzing energy consumption on the WSN. This prototype is
built over Oracle platform.

Paper [6] introduces a soil ecology platform including wireless sensors network, storage data base, calibration
algorithms, and analysis tools. Sensors deployed are intended to measure air temperature, light intensity and moisture.
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Measurements are transferred from the sensors network to a central database then organized in a data warehouse built
over SQL Server Integration Services. Reports are generated from SQL Server Reporting Services.

Paper [2] proposes a generic approach off decision aid architecture for data collected by Wireless Sensor Networks
that monitor temperature and humidity for pollinators. It depicts processes of extracting, transforming and normalizing
data collected. This platform is based on Mondrian OLAP System.

The table below depicts technologies used for managing data collected from WSN within a Data warehouse.

TABLE 1
STATE OF THE ART

Paper Data type ETL Data Warehouse Reporting tool

Oracle SQL .

. Oracle Analytic

[5] Flat file Developer Oracle

Data Modeler Workspace Manager

- SQL Server SQL Server SQL Server Reporting
[6] ASCII files Data Base Analysis Services | Services
[2] Database SQL Script Mondrian Multi-dimensional
queries

I1l. TECHNOLOGIES

A. Wireless Sensors Networks (WSN)

WSN can be described as distributed real-time system for monitoring different phenomenon which is guaranteed by
nodes. Each node consists of processing, may contain multiple types of memory (program, data and flash memories),
have a RF transceiver (usually with a single omnidirectional antenna), have a power source (e.g., batteries and solar cells),
and accommodate various sensors and actuators [7].

Each node is programmed to sample on-board sensors and store data in local flash. The Data of the network is
collected by the base station and stored locally.

B. Data Warehouse

A data warehouse is a subject-oriented, integrated, time-varying, non-volatile collection of data that is used primarily in
organizational decision making [8]. Data warehouse can be defined as a functional data base modelled
multidimensionality. The dimensional data model can be presented as star schema with a single fact table and a multitude
of dimensions tables.
C. Anomaly Detection

Anomalies are defined as observations that do not correspond to a well-defined notion of normal behaviour [16].
Anomalies can be occurred in the node, network or in the data transmitted. Such abnormal behaviour can be caused by a
malicious attacks, system failure or an environmental disaster. To detect anomalies based on the data gathered from the
WSN we use the variables Control Charts [17] which is define an interval of the normal behaviour, if a measure is out of
this interval it is considered as anomaly. In fact, for a w vector data (xy,...,X,), and let suppose the mean of w is i, and oy

is the standard deviation oy,.
_ Xptetxp

Hy = 1

n

Oy = /%2?=1(x_ W)? @

We define the center line, the upper center line and lower center line as:
UCLs=pw + doy, ()
Center Line=p,
LCL¢=Hw - dow
Where d (d € {1,..,3}) is the distance of the control limits from the center line. x; is considered outlier if it is out of the
interval [LCL,UCL].
D. Big Data and Hadoop
Big data describes huge amount of data so complex and so immense that it's difficult to use traditional tools. This
phenomenon imposes a new order of magnitude about capturing, storing, searching, sharing and analyzing data. The big
data model is described by the rule of "5V": volume, velocity and variety, veracity and value;
Volume: Actually, the amount of data sets is increasing intensively; it's about a thousand of Terabytes. For
example Twitter is generating 7 terabytes every day.
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Velocity: it represents the frequency of how data is generated, collected and published. The increasing data stream
should be analysed in the appropriate time in order to respond to business process.

Variety: Data generated by big data sources is no longer structured or following a traditional relational scheme, but it's
semi-structured, or even none structured. For example data coming from the web like web logs, images or flat file
represent are very complex to use with traditional tools.

Traditional RDBSM are no longer able to manage big data volume, therefore a new architectures are emerged like
MapReduce used in Hadoop framework. The advantage is that the queries are separated and distributed to parallelized
nodes, then processed within parallel nodes.

MapReduce is a programming framework used to manipulate a huge amount of data by distributing it on a cluster of
nodes. A multitude of frameworks based on MapReduce have emerged, the best known is Hadoop.

Hadoop is an open source Java framework dedicated to build distributed and scalable applications for big data. It's based
on HDFS file system and MapReduce framework. The figure (Fig. 1) describes the architecture of Hadoop and some of
the ecosystem projects.

Hive = Hbase | Pig = Storm

SQOOP 5 SQL-fike NoSQL | Scripting - Reatime
Databrtchange | Q © o P
U@ = =
E MapReduce X
0 E Distributed Processing Framework 0 é
Flume | 9°

Collector H D FS

Hadoop Distributed File System

Fig. 1. Hadoop Architecture

HDFS is the storage layer of Hadoop, it's a distributed and scalable file system capable to store large volume of
unstructured data.

HBase is a non-relational and distributed database that allows structured storing for big table. It provides transactional
capabilities to Hadoop by allowing updates, inserts and deletes.

Hive is a Hadoop data warehousing framework. Hive queries are written in a SQL-like language called HiveQL,
queries are converted to MapReduce jobs.

Pig is a platform for analysing large data sets that consists of a high-level language for expressing data analysis
programs, coupled with infrastructure for evaluating these programs [9].

Storm is a free and open source distributed real-time computation system. Storm makes it easy to reliably process
unbounded streams of data, doing for real-time processing what Hadoop did for batch processing [10].

ZooKeeper is a centralized service for maintaining configuration information, naming, providing distributed
synchronization, and providing group services [11].

Oozie is a workflow scheduler system to manage Apache Hadoop jobs [12].

Flume is a framework for collecting, aggregating and moving data into Hadoop.
Sqoop is a framework for transferring massive data from non-Hadoop sources into Hadoop.

IV.PROPOSED MODEL

Our work consists of building an analysis tool for data gathered from a WSN based on Hadoop virtual cluster. The
approach adopted is based on loading data to a data warehouse implemented on Hive as a first step, then proposing a data
visualization model via HiveQL queries.

A. Data warehouse design

We have based our study on Intel lab data. The data has been collected during 7 days from February 28™ and April 5™,
2004 [13] using 54 Mica2Dot sensors deployed in Intel Berkeley Research lab to collect humidity, temperature, light and
voltage. Fig 2 shows the arrangement of the WSN in the lab.
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Fig. 2. Sensor arrangement in the lab

The data warehouse input is a flat file which contains the data of the WSN collected using TinyDB under TinyOS
platform. The file contains information about time stamping, sensors and measures, it is structured as shown below
(Table 2.)

[ date | time | epoch [ sensorid | temperature | humidity | light | voltage |

The data warehouse proposed (Fig. 3) is based on star schema model which is contains a fact table named F_Sensing
including all type of measures captured over the WSN, and foreign keys of the dimension tables D_Time and D_Sensors.

L _Sensars

D_Time F_Sensing SensorID: INTEGER [ FK ]
Timekey: INTEGER [ PK Jj-geTimekey: INTEGER [PFE]
SensorlD: INTEGER. [ PFE ]Rse——: DECIMAL
Dabe: DATE i DECIMAL
Tirne: TIME Temperature: FLOAT InstallDate: DATE
Light: FLOAT Madel: YARCHAR,
'\."D":E.IQIE: FLOAT Tvpe: YARCHAR
Hurnidiky: FLOAT Lablocation: YaRCHAR.

Fig. 3. Data warehouse schema

To create table, Hive proposes two types of tables: internal and external. Internal tables data lifecycle is controlled by
Hive, in fact, Hive stores the data for these tables in a subdirectory under a defined directory. When we drop an internal
table, Hives deletes the data in this table. However managed tables are less convenient for sharing with other tools [14].
External table enables to provide a location so that Hive does not use a default location for this table. When dropping an
external table, data in the table is not deleted from the file system [14].

B. Control Charts detection method
The control charts method is based on calculating the mean p and the standard deviation ¢ for a univariate measures.

Let's note X; a sensor i whichie {1,...,54} and xl.j the vector of data measured by the sensor i for a day j. The measure of
the sensor is noted as x;, which k = 1..4.

The approach adopted is to detect outlier for each sensor and for each measure, the algorithm used is as follow:

Algorithm
For each sensor i
For each measure k
Calculate pik , oik
If x_ik"j is not included in [LCLik, UCLiK]
add x_ik"j at outlier view

endIf
endFor
endFor

C. Control Charts detection method

To deploy the architecture, we have based our simulation on the virtual machine Hortonworks Sandbox 2.1 for Oracle
virtualbox[15]. It provides a portable Hadoop environment built under CentOS system with most of Hadoop components.
The virtual machine is used under 4Gb of RAM memory an intel 2,5 Ghz x 5 processor. The architecture of the model
proposed (Fig. 4) is composed of HDFS as a storage area, Hive as a data warehouse and Microsoft Excel as data
visualization tool.
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Fig. 4. Architecture

The data gathered from the WSN as a text files is loaded into Hive tables. Then views are created to store aggregated
measures and outlier points within Hive to be explored via ODBC.

To automate the process of loading data into Hive tables, we use Oozie as workflow scheduler.

¥

1. Loading data into HDFS

v

2. Loading data into Hive

v

3. Archiving file prosseced

Fig. 5. Oozie workflow actions

Daily

The first action loads data text file into HDFS via file system action type. The second action is to load data from
HDFS into the fact Table. The third action is a file system type that archives data file processed. All the actions are
grouped in a workflow that is scheduled on a specific time by the day.

D. Experimental Results

In this section we present a sample reports that can be extracted from the data warehouse built in Hive using Microsoft
Excel as visualization tool querying the data source via ODBC.

Energy consumption by sensor by date
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Fig. 6. Energy consumption by sensor by date
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The report (Fig 6) shows the energy consumption sensor by date while the report (Fig 7) displays the control chart for
temperature measures, it shows outlier temperatures sensed after the date 24/3.

Temperature Control Chart
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Fig. 7. Temperature Control Chart

Querying the data warehouse on all measures, such as energy consumption, temperature or humidity allows for
meaningful analysis at the different behaviours of sensors networks studied.

V. CONCLUSIONS AND FUTURES WORKS
In this paper we presented a solution based on Hadoop framework to analyze and detect abnormal behavior from data
generated by wireless sensor network, the modules used are HDFS as a storage platform, Hive as data warehouse and

Oozie as workflow scheduler.

As perspectives for future opportunities of research, we want work on deploying the solution on cloud environment
and enhancing the real time of detecting anomalies.
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